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In this manuscript, we put forward a standard based on fuzzy decision making criterion to examine
the current substitution boxes and study their strengths and weaknesses in order to decide their appro-
priateness in image encryption applications. The proposed standard utilizes the results of correlation
analysis, entropy analysis, contrast analysis, homogeneity analysis, energy analysis, and mean of ab-
solute deviation analysis. These analyses are applied to well-known substitution boxes. The outcome
of these analyses are additional observed and a fuzzy soft set decision making criterion is used to
decide the suitability of an S-box to image encryption applications.
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1. Introduction

The block ciphers (symmetric key cryptosystem)
present an essential job in the area of secure commu-
nications. The security of an encryption algorithm is
related to the performance of the building block which
is liable for producing uncertainty in the cipher. This
functionality is attained by the use of an S-box, so this
component is like a nucleus in an atom [1]. The per-
fection in the properties of an S-boxes have been a ma-
jor problem of research in the area of cryptology. In
this paper, we show the correlation analysis, entropy
analysis, contrast analysis, homogeneity analysis, en-
ergy analysis, and mean of absolute deviation analysis
for existing S-boxes. The correlation analysis is widely
used to analyse the S-box’s statistical properties [2].
The entropy analysis is a statistical method used to
measure the uncertainty in an image data. The amount
of uncertainty in an encrypted image characterizes the
texture of the image. In contrast analysis [3], the in-
tensity difference between a pixel and its neighbour
over the whole image is calculated. The elevated values
of contrast analysis reflect the amount of randomness
in encrypted images and results in enhanced security.
The measure of closeness in the distribution of grey

level co-occurrence matrix (GLCM) elements to the
GLCM diagonal is calculated by the use of homogene-
ity analysis [4]. The GLCM is the tabulation of how
often different combinations of pixel brightness values
(greylevels) occur in an image [5]. In another method,
energy analysis the sum of squared elements in the
GLCM is measured. This analysis provides merits and
demerits of various S-boxes in terms of energy of the
resulting encrypted image. The final method that we
implement on the encrypted image is the mean of ab-
solute deviation (MAD) analysis [6]. This analysis de-
termines the difference in the original and an encrypted
image. There are numerous emerging encryption meth-
ods recently proposed in literature. Although these al-
gorithms appear to be promising, there robustness is
not yet established and they are evolving to become
standards. Some of these algorithms worth mention-
ing are the public key cryptosystems based on chaotic
Chebyshev polynomials [7], the advanced encryption
standard (AES) cryptosystem using the features of mo-
saic image for extremely secure high data rate [8], and
image encryption via logistic map function and heap
tree [9]. The most common methods used to analyse
the statistical strength of S-boxes are the correlation
analysis, linear approximation probability, differential
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approximation probability, and strict avalanche crite-
rion, etc. We have included the correlation method as
a benchmark for the remaining analysis used in this
work. With the exception of correlation analysis, the
application and use of the results of statistical analy-
sis, presented in this paper, have not been applied to
evaluate the strength of S-boxes. The correlation anal-
ysis, entropy analysis, contrast analysis, homogeneity
analysis, energy analysis, and mean of absolute devi-
ation analysis are performed on AES [10], APA [11],
Gray [1], Lui J [12], residue prime [13], S8 AES [14],
SKIPJACK [15], and Xyi [16] S-boxes. The results of
these analyses are studied by the proposed criterion,
and a fuzzy soft set decision is reached by taking into
account the values of all the analysis on the different
S-boxes. Section 4 formally introduces the issues and
advantages of the analyses presented. Fuzzy soft set
decision criterion analyses the effectiveness of S-boxes
of the proposed criterion to identify the strength of an
S-box. Statistical image analysis of S-boxes describes
the statistical analysis applied in this work. The de-
tails of the experiments performed in order to verify
the statistical analysis results are shown in simulation
results and discussion. Finally, the study presents ‘con-
clusions’ and ‘future direction’ related to this work.

2. Historical Perspective of Soft Sets

For our urgent and straight understanding, the real
world is multifaceted. Many problems in different dis-
ciplines such as engineering, social sciences, medical
sciences, physics, computer sciences, and artificial in-
telligence are usually not specific. We construct ‘mod-
els’ of reality that are simplifications of aspects of the
real world. Unluckily, these mathematical models are
too intricate, and we cannot find the precise solutions.
There are always many uncertainties mixed up in the

Table 1. Entropy, contrast, correlation energy, and mean of absolute deviation analyses of prevailing S-box.

Image Entropy Contrast Average Energy Homogeneity MAD
correlation

Plain Image 6.6733 0.2455 0.8771 0.2917 0.9334 N/A
AES 7.9325 7.2240 0.0815 0.0211 0.4701 43.544
APA 7.8183 8.9114 0.1258 0.0193 0.4665 62.066
Liu J 7.9325 7.2240 0.1311 0.0211 0.4701 43.456
Prime 7.8811 6.9646 0.2769 0.0198 0.4728 53.089
S8 7.9447 8.1274 0.0734 0.0190 0.4552 58.389
Gray 7.9299 7.7961 0.1014 0.0198 0.4567 49.723
Xyi 7.9127 7.8942 0.1413 0.0188 0.4605 57.238
SKIPJACK 7.8939 5.4255 0.3123 0.0232 0.5004 52.733

data. The traditional tools used to deal with these un-
certainties are applicable only under a certain environ-
ment. These may be owing to the uncertainties of nat-
ural environmental phenomena, of human awareness
about the real world or to the confines of the means
used to measure objects. For example, elusiveness or
uncertainty in the boundary between states or between
urban and rural areas or the exact growth rate of pop-
ulation in a country’s rural area or making decisions in
a machine based environment using database informa-
tion. Thus the classical set theory, which is based on
crisp and exact case, may not be fully suitable for con-
duct such problems of uncertainty.

Recently, many theories have been developed to deal
with uncertainties, for example, the theory of fuzzy
sets [17], theory of intuitionistic fuzzy sets [18], theory
of vague sets, theory of interval mathematics [19, 20],
and theory of rough sets [21]. Though many techniques
have been developed as a result of these theories, yet
difficulties seem to be there. The reason for these
difficulties is, possibly, the inadequacy of the param-
eterization tool of the theory as it was mentioned by
Molodtsov [22]. He initiated the concept of soft set
theory as a new mathematical tool which is free from
the problems mentioned above, and he presented the
fundamental results of new theory and successfully
applied it into several directions such as smoothness of
functions, game theory, operations research, Riemann
integration, Perron integration, theory of probability,
etc. A soft set is a collection of approximate descrip-
tions of an object. He also showed how soft set theory
is free of the parameterization inadequacy syndrome of
fuzzy set theory, rough set theory, probability theory,
and game theory. Soft systems provide a very general
framework with the involvement of parameters. Re-
search works on soft set theory and its applications in
various fields are progressing rapidly in these years.
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In [23] and [24], Maji et al. presented an applica-
tion of soft sets in decision making problems that is
based on the reduction of parameters to keep the op-
timal choice objects. In [25], Chen presented a new
definition of soft set parameterization reduction and
a comparison of it with an attributes reduction in rough
set theory. Pie and Miao [26] showed that soft sets are
a class of special information systems. Kong et al. [27]
introduced the notion of normal parameter reduction
of soft sets and its use to investigate the problem of
sub-optimal choice and added parameter set in soft
sets. In [28], Zuo and Xiao discussed the soft data
analysis approach. Cagman et al. [29] introduced fuzzy
parametrized (FP) soft sets and their related properties.
They proposed a decision making method based on FP-
soft set theory.

In the present paper, we use the concept of soft set
theory to cryptography and through an algorithm, we
intend to choose the best possible S-box.

3. Soft Sets

In this section, we recall some definitions
from [22 – 24] and an algorithm from [29] which
are subsequently needed for further discussions.

Definition 1. [22] Let U be an initial universe and E
be a set of parameters. Let P(U) denote and be power
set of U and A be a non-empty subset of E. A pair
(F,A) is called a soft set over U , where F is a mapping
given by F : A→ P(U).

In other words, a soft set over U is a parameterized
family of subsets of the universe U . For ε ∈ A, F(ε)
may be considered as the set of ε-approximate ele-
ments of the soft set (F,A). Clearly, a soft set is not
a set.

Definition 2. [24] For two soft sets (F,A) and (G,B)
over a common universe U , we say that (F,A) is a soft
subset of (G,B) if

(a) A⊆ B and
(b) for all e ∈ A, F(e) and G(e) are identical approxi-

mations.

We write (F,A)⊂∼(G,B).
(F,A) is said to be a soft super set of (G,B), if

(G,B) is a soft subset of (F,A). We denote it by
(F,A)⊃∼(G,B).

Definition 3. [24] Two soft sets (F,A) and (G,B) over
a common universe U are said to be soft equal if (F,A)
is a soft subset of (G,B) and (G,B) is a soft subset of
(F,A).

Definition 4. [24] Let E = {e1,e2, . . . ,en} be a set
of parameters. The NOT set of E denoted by ∼ E
is defined by ∼ E = {∼ e1,∼ e2, . . . ,∼ en} where,
∼ ei = notei for all i.

The following results are obvious.

Proposition 1. [24]

1. ∼ (∼ A) = A;
2. ∼ (A∪B) =∼ A∪ ∼ B;
3. ∼ (A∩B) =∼ A∩ ∼ B.

Definition 5. [24] The complement of a soft set (F,A)
is denoted by (F,A)c and is defined by (F,A)c = (Fc,∼
A) where, Fc :∼ A → P(U) is a mapping given by
Fc(α) = U−F(∼ α), for all α ∈∼ A.

Let us call Fc to be the soft complement function
of F . Clearly (Fc)c is the same as F and ((F,A)c)c =
(F,A).

Definition 6. [24] A soft set (F,A) over U is said to be
a NULL soft set denoted by Φ if for all ε ∈ A, F(ε) =
Φ(null set).

Definition 7. [24] A soft set (F,A) over U is said
to be absolute soft set denoted by Ã if for all ε ∈ A,
F(ε) = U .

Clearly Ãc = Φ and Φc = Ã.

Definition 8. [24] If (F,A) and (G,B) are two soft
sets then, (F,A) AND (G,B) denoted by (F,A)∧(G,B)
is defined by (F,A) ∧ (G,B) = (H,A × B), where
H((α,β )) = F(α)∩G(β ), for all (α,β ) ∈ A×B.

Definition 9. [24] If (F,A) and (G,B) are two soft
sets then (F,A) OR (G,B) denoted by (F,A)∨ (G,B)
is defined by (F,A) ∨ (G,B) = (O,A × B) where,
O((α,β )) = F(α)∪G(β ) for all (α,β ) ∈ A×B.

Proposition 2.

1. ((F,A)∨ (G,B))c = (F,A)c∧ (G,B)c

2. ((F,A)∧ (G,B))c = (F,A)c∨ (G,B)c.

Definition 10. [24] Union of two soft sets (F,A) and
(G,B) over the common universe U is the soft set



210 I. Rehman et al. · Image Encryption Applications Based on Fuzzy Decision Making Criterion

(H,C), where C = A∪B and for all e ∈C,

H(e) =


F(e) if e ∈ A−B ,

G(e) if e ∈ B−A ,

F(e)∪G(e) if e ∈ A∩B .

We write (F,A)∪ (G,B) = (H,C).

Definition 11. [24] The intersection (H,C) of two
soft sets (F,A) and (G,B) over a common universe U ,
denoted (F,A)∩ (G,B), is defined as C = A∩B, and
H(e) = F(e)∩G(e) for all e ∈C.

Algorithm [29] Here in the following, we use
a decision making method/algorithm as proposed by
Cagman [29].

Once a fuzzy decision set of an FP-soft set has been
arrived at. It may be necessary to choose the best sin-
gle alternative from the alternatives. Thus we can make
a decision by the following algorithm:

Step 1. Construct a soft set FX over U .
Step 2. Compute the fuzzy decision set Fd

X .
Step 3. Select the largest membership grade

max µFd
X
(u).

4. Problem Statement

In this paper, we analyse 8×8 S-boxes (AES, APA,
Gray, Lui J, Residue Prime, S8 AES, SKIPJACK, and
Xyi) used in popular block ciphers. Without the loss
of generality, the analysis can be extended to S-boxes
of other sizes. The statistical analysis is used to deter-
mine the application and appropriateness of an S-box
to image encryption application [1]. The strength of
an encryption based S-box can be evaluated by exam-

Fig. 1. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of plain image.

Fig. 2. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to advance encryption standard S-box transfor-
mation.

ining various parameters generated by numerous sta-
tistical analyses. It is imperative to be familiar with
the significance and relationship between the outcomes
of different types of analyses. Therefore, we develop
a criterion which carefully inspects and scrutinizes the
available parameters and makes a decision based on
fuzzy soft set decision making assessment. The pro-
cedure begins with the correlation analysis. In this
method, we use the correlation information to deter-
mine the similarity of pixel patterns in the given im-
age and its encrypted version. Although this analy-
sis has been widely used to evaluate various image
encryption algorithms, it is included here with other
methods due to its importance and acceptability in
comparing images and determining similarities. The
correlation analysis under some circumstances does
not provide sufficient information in determining the
strength of encryption; therefore, in order to increase
the reliability of the decision, we employ further tech-
niques such as entropy analysis, contrast analysis, ho-
mogeneity analysis, energy analysis, and mean of ab-
solute deviation analysis on image. These analyses,
when applied in combination, provide more vivid re-
sults and consequently assist in evaluating the per-
formance of S-boxes. To the best of our knowledge,
entropy analysis, contrast analysis, homogeneity anal-
ysis, energy analysis, and mean of absolute deviation
analysis have not been extensively analysed and stud-
ied for the evaluation of S-boxes to image encryption
application.

Figure 1 describes the results of entropy, contrast,
average correlation, energy, homogeneity, and mean
of absolute deviation of plain image. Since it is clear
from Figure 1 that the date of original image is quite
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Fig. 3. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to affine–power–affine S-box transformation.

Fig. 4. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to Liu J S-box transformation.

Fig. 5. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to prime S-box transformation.

paternized, our goal is to depaternized the data of the
plain image with the help of prevailing S-box transfor-
mations.

Figure 2 presents the reading of entropy, contrast,
average correlation, energy, homogeneity, and mean
of absolute deviation after the application of AES S-
box transformation on a three dimensional plain im-

Fig. 6. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to S8 S-box transformation.

Fig. 7. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to Gray S-box transformation.

Fig. 8. Entropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute deviation of cipher image cor-
responding to Xyi S-box transformation.

age of F-16. The affects of AES S-box transforma-
tion on these analysis are as follows: the entropy is
changed from 6.733 to 7.9.25, the contrast of the plain
image is changed from 0.2455 to 7.224, that means
that the AES S-box transformation produce a big dis-
order in the contrast of the plain image. The cor-
relation of the plain image is distorted from 0.8771
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to 0.0815, the energy is changed form 0.2917 to
0.0211, the homogeneity is changed from 0.9334 to
0.4701. At the end the difference between the orig-
inal image and cipher image corresponding to AES
S-box is measured with the help of MAD analysis
and come to know that the cipher image is different
from the plain image with the reading of 4.3544. It
is quite clear from Figures 1 and 2 that the AES S-
box transformation induced a huge diorder in the plain
image.

Now we present the comparison of Figures 1 and 3.
The result of entropy in Figure 3 after the affine–
power–affine (APA) S-box transformation is changed
from 6.773 to 7.8183 which is different from AES ci-
pher image entropy. The result of contrast of APA ci-
pher image is changed from 0.2455 to 8.9114, which
is also different from 7.244, the contrast of AES cipher
image. But if we compare the results of both transfor-
mations of Figures 2 and 3 for entropy, it is quite clear
that APA S-box transformation is better than AES S-
box transformation. Furthermore, the reading of cor-
relation of APA cipher image is changed from 0.8771
to 0.1258, but the correlation of AES cipher, which is
0.0815, is much better than for the APA cipher image.
That means that the AES S-box transformtion is better
than the APA S-box transformation in the sence of pro-
ducing uncorrelation in the pixels of the plain image.
The energy of plain image is changed from 0.2917 to
0.0193 which is better than the energy of the AES ci-
pher image. The homogeneity is changed from 0.9334
to 0.4665 which is also better than AES cipher image.
If we compare the MAD of Figures 2 and 3, we come to
know that the APA S-box transformtion induces a big
disorder in the pixels of the plain image with read-
ing 6.2066 as compared to AES S-box transformation.
That means in some case the AES S-box transforma-
tion is better and in senario APA S-box transformation
shows good results.

It can be seen from the comparison of Figures 2, 3,
and 4 that the entropy of AES S-box transformation
and Liu J S-box transformation is the same and bet-
ter than the APA S-box transformation. The contrast,
the analysis of Liu J S-box is 7.224 which is lesser
than APA S-box transformation. The correlation anal-
ysis of Figure 4 is 0.1311 which is also weak read-
ing as compared to APA S-box transformation. The
energy analysis of APA transformation is also better
than Liu J transformation. The homogeneity and MAD
analysis of APA S-box transformation are also com-

paritively better than Liu J S-box transformation. From
the above discussion, it is clear that the APA S-box
transformation is quite good as compared with Liu J
and AES S-box transformation for image encryption
applications.

If we compare Figure 5 with other S-box transfor-
mation, we have come to know that APA S-box trans-
formation is also better than residue prime S-box trans-
formation.

The reading of S8 S-box transformation is much bet-
ter than every other S-box transformation that is dis-
cussed in this manuscript. The reason behind this is
the fact that the construction of S8 S-box depends on
symmetric group of permutation and Galois field. The
basic requirement of an S-box is to provide confussion
in the data but this box provides an addition step of
security which is diffusion. Diffusion complicates the
relationship between the plain text and cipher text. The
diffusion in the S8 S-box transformation is due to the
permuatations of the S8 group.

If we compare Figure 7 with the other figures, we
observe that the strengh of Gray S-box transformation
is better in some cases but in some analysis this trans-
formation is below average.

The Xyi S-box transformation exhibites very good
results for different analysis but in case of correlation
analysis this transformation is not as good, what is re-
quired for a good image encryption. The results of en-
ergy analysis of Figure 4 transformations are much bet-
ter than many other transformations. Hence overall this
is a secure S-box transformation.

The Skipjack box is constructed for sequential cir-
cuits use but its transformation shows some good re-
sults for image encryption applications. But in many

Fig. 9. Entropy, contrast, average correlation, energy, homo-
geneity and mean of absolute deviation of cipher image cor-
responding to Skipjack S-box transformation.
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analysis this transformation is not on the first position
so we can make use of it for secure communication.

Although in literature, we may find different
tools/methods to analyse and choose a best S-box.

Here in our discussion keeping in view the above Ta-
ble 1 and Figures 1 – 9, we want to use the concept of
soft set to choose the best S-box.

Let U = {u1,u2,u3,u4,u5,u6,u7,u8,u9} be the set
of alternatives, where ui (i = 1,2,3,4,5,6,7,8,9) are
S-boxes and the alternatives ui represent plain im-
age, AES, APA, Lui, Prime, Gray, Xyi, S8, and SKIP-
JACK, respectively. To evaluate the S-boxes, we take
the set of parameters as E = {e1,e2,e3,e4,e5,e6}.
For i = 1,2,3,4,5,6, the parameters ei stand for en-
tropy, contrast, average correlation, energy, homo-
geneity, and mean of absolute development, respec-
tively. These parameters are important with degree
0.9,0.8,0.2,0.5,0.6,0.1, respectively. Then we have
the set of parameters:

X =
{

0.9/e1,0.8/e2,0.2/e3,0.5/e4,0.6/e5,0.1/e6
}

.

Now we are in the position to select the best S-box by
the following steps.
Step 1. Keeping in mind all tools and methods as al-
ready described in [5] and after a serious discussion,
we evaluate the alternative by choosing a set X to con-
struct an FP-soft set

FX =



(
0.9/e1,{u1,u4,u6,u8}

)
,(

0.8/e2,{u2,u3,u5,u8}
)
,(

0.2/e3,{u1,u2,u3,u4,u6}
)
,(

0.5/e4,{u2,u4,u6,u7}
)
,(

0.6/e5,{u3,u5,u7,u8}
)
,(

0.1/e6,{u1,u2,u3,u4,u5,u6,u7,u9}
)
.


Step 2. From Step 1, it is obvious that for all elements
of X , fX (x) 6= /0. Thus

∣∣Supp(X)
∣∣= 6.

Now

µFd
X
(u1) =

1
6

[
(0.9)(1)+(0.8)(0)+(0.2)(1)

+(0.5)(0)+(0.6)(0)+(0.1)(1)
]

= 0.2 .

Similarly, we have

µFd
X
(u2) = 0.26 , µFd

X
(u3) = 0.28 , µFd

X
(u4) = 0.28 ,

µFd
X
(u5) = 0.25 µFd

X
(u6) = 0.283 , µFd

X
(u7) = 0.2 ,

µFd
X
(u8) = 0.38 and µFd

X
(u9) = 0.01 .

Thus, the fuzzy decision set of FX can be found as

Fd
X =

{
0.2/u1,0.26/u2,0.28/u3,0.28/u4,0.25/u5,

0.28/u6,0.2/u7,0.38/u8,0.01/u9

}
.

Step 3. Finally, the largest membership grade can be
chosen by max µFd

X
(u) = 0.38. So we concluded that

the alternative u8, i. e the S-box S8, has the largest
membership grade, hence it is selected as the best S-
box among them all.

5. Conclusion

In this paper, we have provided a connection be-
tween the fuzzy decision theory and secure commu-
nication theory. The basic goal of this work is to show
the security comparison of prevailing S-boxes for im-
age encryption applications. From all the analyses of
image processing, we have come to know that the S8 S-
boxes are extraordinary against all the existing S-boxes
including the advanced encryption standard S-box. So
we can use the proposed criterion for other kinds of
8×8 S-boxes.
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